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1
Decision/action requested

Approve the pCR to TR 33.882.
2
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3
Rationale

The PIN study in SA2 is for the scenarios of wearable, smart home, and smart office, where the non-3GPP device (named as PINE) directly connects to a gateway UE (named as PEGC, could be a smart phone, CPE, etc.) for accessing a PIN and 5GS. 
In order to configure PIN communication, some solutions (e.g., sol#19 and #20) in SA2 propose that the PEGC sends PIN communication configuration (i.e., packet filters and optional requested QoS) to the 5GC to request relaying of PINE’s traffic. 
The PIN communication configuration shall not be PEGC self-generated, it is requested by, e.g., PEMC or PINE, and needs to be authorized by the PEMC.
The principle of PEGC sending PIN communication configuration may have risk that a malfunctioned PEGC can maliciously self-generate PIN communication configuration and command 5GC to configure the communication for sending user privacy information out, or enable the malfunctioned PINEs under the PEGC to perform DDoS attack to external DN.
This contribution proposes a new key issue, considering the verification of PIN communication configuration sent from PEGC to 5GC, to be included in TR 33.882 [1]. 

4
Detailed proposal

****Start of Change (New Text) ****
5.X
Key Issue #X: Verification of PIN communication configuration sent from PEGC to 5GC
5.X.1
Key issue details

It is possible that PEGC sends PIN communication configuration (i.e., packet filters and optional requested QoS) via PDU Session Modification to the SMF to request relay for PINE’s traffic, within the PIN or outside the PIN. The PIN communication configuration is not PEGC self-generated, it is requested by, e.g., PEMC or PINE, and needs to be authorized by the PEMC.
The PEGC is a kind of UE with gateway capability, there’re lots of virus for attacking UEs, 5GC is not aware whether the PIN communication configuration is authorized by PEMC or not. Therefore, verification of PIN communication configuration sent from PEGC to 5GC needs to be studied.
5.X.2
Security threats

A malfunctioned PEGC can maliciously self-generate PIN communication configuration and command 5GC to configure the communication for sending user privacy information out, or enable the malfunctioned PINEs under the PEGC to perform DDoS attack to external DN.

5.X.3
Potential security requirements

The 5GC should be able to support verification of the PIN communication configuration sent from PEGC to 5GC.  
****End of Change****
